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Background

e-Working is now being offered as another option in BCBSMA’s collection of flexible work arrangements. e-Working will enable associates to work seamlessly from home, electronically, full-time, 5 days a week, when it meets both the needs of  the business and the needs of the associate. e-Working is a voluntary work alternative that may be appropriate for some associates and some jobs. It is not an entitlement; it is not a company-wide benefit, and it in no way changes the terms and conditions of employment with BCBSMA.  The decision as to whether an e-Working arrangement is appropriate for a particular job or for a particular associate is, ultimately, within the discretion of the leader.  

This Guide is intended to provide information on Company standards as it relates to equipment, allowable expenses, home office space requirements and the process for requesting, approving and implementing an e-Working arrangement. It is also intended to include the minimum qualifications an associate must possess in order to be eligible to apply for an e-Working arrangement.

Individual departments or divisions may include specific guidelines in connection with the application process and may outline specific workflow processes and expectations for e-Working arrangements. (This document however, is not to be modified.)  
Eligibility

An associate who is eligible for an e-Working arrangement is one who:

· has been employed with BCBSMA for a minimum of three (3) months of continuous regular employment (Unless otherwise approved by associate’s leader.)
· exhibits performance that meets or exceeds expectations.  Under our currently Performance Rating System, this would result in a rating of E or A.

· is not currently on any type of corrective action plan and is considered to be in good-standing.

· is in a position that would be eligible (based on business need) for an e-Working arrangement.

· has completed all required privacy, compliance and security training requirements, as well as, on-line and departmental training where applicable.

· has completed leader/associate training that provides tools and skills to be successful in an e-Working arrangement.
Application Process

The following application process is intended to provide guidelines for corporate-wide use.  It may be necessary, particularly in operations areas where “department or unit-wide” e-Working arrangements are being considered, to modify the application process to meet business needs.  Any modification to this process should be reviewed with your Human Resources Representative.

Step 1

Either an associate or leader may suggest e-Working as a possible work arrangement.  In either case, the leader should require that the associate complete a Business Case Proposal (located on BlueWeb, Associate Resources, Work Life Balance, Flexible Work Arrangements, FlexWise) to document how:

· the associate will ensure that business needs are met.

· the associate will ensure that the arrangement does not impact coworkers, customers, or other internal areas,

· the associate will communicate with leader and co-workers and how often communication is expected.

· the associate’s work will be measured.

Once the associate has submitted the Business Case Proposal, the leader should review to identify any potential issues, discuss solutions and then notify the associate of the disposition of the request.   The leader should consult with his/her Human Resources Generalist prior to approving or denying a request (If the request is denied, it is recommended that the leader meet with the associate to provide the business rationale).
Step 2

If approved, BCBSMA will determine, with information supplied by the associate and the leader, the appropriate equipment needs (including hardware, software, and peripheral equipment, as necessary) for each e-Working arrangement on a case-by-case basis.  (Note:  Some equipment not considered “standard issue” may be charged back to the user department)  
The anticipated implementation date should be discussed and agreed to based on equipment availability and business need.  At the time of deployment or implementation, an Equipment Inventory Form must be completed and maintained in the associate’s personnel file (Inventory Form is available online on the BlueWeb under FlexWise/e-Working ) Information Technology will provide instructions on properly connecting all equipment.  The associate will be responsible for preparing and connecting all equipment in the home.  
Step 3

Once all appropriate documentation has been completed, read and filed in the associate’s personnel file (where necessary), the leader should meet with the associate to discuss implementation and expectations.  It is recommended that associates new to e-Working begin the arrangement on a trial basis for three to six months or for a time period designated by the individual business area. At the conclusion of the trial period, the associate and leader should meet to discuss the arrangement and should determine whether the arrangement should continue as is, continue with modifications, or discontinue. Further evaluation of an e-Worker’s performance beyond the trial period will be consistent, in both content and frequency, with that received by associates working at the office. A leader or associate can choose to discontinue the e-Working arrangement if they believe it is not in the best interest of the business or the associate’s performance. The associate or the leader will provide at least two weeks notice to allow for a smooth transition.
Company-Equipment Standards   
BCBSMA has established equipment standards for associates who are eligible for and work in a formal e-Working arrangement as defined in the e-Working Policy. Here are the current standards:
Company-Provided Equipment
· One (1) standard laptop with department software template 

· One (1) docking station to be installed in either the home office or the business site

· One (1) monitor to be installed in either the home office or the business site

· Standard Virtual Private Network (VPN) set-up

· Access to the Internet is required through an internet service provider (Cable/Broadband)  

· Cable lock

· Keyboard 
· Mouse

· Printer/Shredder (designated by business)

Equipment supplied by BCBSMA will be maintained by BCBSMA.  The associate will be responsible for returning the equipment to a BCBSMA facility for repair or ongoing maintenance. BCBSMA reserves the right to make determinations as to appropriate equipment, which is subject to change at any time.  Equipment supplied by BCBSMA is to be issued for business purposes only.  The e-worker will be required to sign an inventory of all office property and agree to take appropriate action to protect the items from damage or theft.  Upon termination of employment, all Company property will be returned to the Company unless other arrangements have been made.

Allowable and Reimbursable Expenses

Office Supplies, Telephone Calls and Shipping Costs
BCBSMA will supply the associate with appropriate office supplies (pens, paper, etc.) for the successful completion of job responsibilities. Please follow the internal process through Spend Smart (Staples or Alpha Office Supply.) All items must be ordered by appropriate internal designee and items will be sent to the associate’s home.  Subject to appropriate documentation, the Company will also reimburse the associate for all other business-related expenses such as shipping costs, etc., that are reasonably incurred (as determined by BCBSMA) in accordance with job responsibilities and that are obtained via Spend Smart.
Note: There will be no reimbursement for telephone calls through a home phone service. All business calls should be made through IP Soft Phone/Agent Phone.
Internet Service Provider Costs
BCBSMA will reimburse the per diem cost of the approved Internet network fees based on the approved e-Working arrangement.  For example:

· Associates working a full-time e-Working arrangement will be reimbursed the full monthly cost of Internet access up to, but not exceeding $50.00 per month.

(Note: BCBSMA will discontinue Cable Connection Reimbursement upon termination of the e-Working arrangement.)

Travel Costs
Travel to and from the office will be reimbursed consistent with Company policy as described in Spend Smart.
Furniture/Home Set-Up
BCBSMA will not reimburse associates for costs associated with the initial setup of the associate’s home office including remodeling, furniture or lighting, nor for repairs or modifications to the home office space. 

Home Office Space Requirements 
Associates will be required to establish an appropriate work environment at the off-site location (home) where the associate will be performing his/her job functions. e-Working associates will be expected to ensure the protection of proprietary Company and customer information. Steps include, but are not limited to:  

· use of locked file cabinets, disk boxes and desks

· regular password maintenance

· no storage of PHI on the laptop

· use of cable lock to physically secure laptop

· other steps appropriate for the job and the environment (ex: noise free environment when communicating to customers)
If appropriate or necessary, a designated representative of BCBSMA will visit the associate’s home worksite to inspect for possible work hazards and suggest modifications.  BCBSMA will give the E-worker 24 hours notice prior to such visits unless circumstances warrant an immediate visit at the sole discretion of BCBSMA.
Confidentiality
Consistent with the Company’s expectation of information/asset security for associates working at a BCBSMA office, e-Workers are expected to ensure the same level of protection of proprietary company and customer information as they would at a BCBSMA office.  As noted above, steps include, but are not limited to, use of locked file cabinets, disk boxes and desks, regular password maintenance and any other steps appropriate for the job and the home office environment.  

With respect to PHI (Protected Health Information,) in particular, e-workers who have access to members’ Protected Health Information (PHI) must take extra precautions to protect confidentiality and ensure that PHI is protected in a manner that is consistent with Corporate and Departmental privacy procedures.  e-Workers must not allow access to PHI to any other non-employee.  PHI must not be left unattended.  Any unauthorized use or disclosure of PHI must be reported to the Company’s Privacy Officer.
Transfer of BCBSMA Information

The expectation in an e-Working arrangement is that all work will be done electronically from an off-site work location. Commuting with hardcopy documents or electronic media containing confidential information or PHI is not allowed. Printing documents containing PHI is not allowed. Documents should be faxed using BCBSMA-supplied “Right Fax” capability.
Worker’s Compensation

Workers’ compensation coverage for any injuries sustained by the associate that arise from the performance of his/her job duties will be governed by the terms of the BCBSMA Workers’ Compensation Policy and, generally, will be limited to injuries sustained in the area designated for the performance of job duties (or during work-related travel).  The associate is responsible for notifying BCBSMA of any such injury within twenty four (24) hours or as soon as possible following the injury.  Associates are liable for injuries sustained by visitors at their home work area.  

BCBSMA Owned Computer Equipment Responsibilities

e-Workers should not attempt to connect other non-BCBSMA owned devices, such as printers to the laptop.  e-Workers should not copy PHI to diskettes or store PHI on laptop “C:” drive.
Laptops may only be used for business purposes using BCBSMA business software and in a manner that complies with all Corporate Policies and Procedures.  This includes e-mail usage.

E-Workers should not send unencrypted PHI or other confidential information over the public Internet. If job responsibilities require PHI to be transmitted, associates must use either secure e-mail or secure file transfer program. These functions require special set-up by IT Security and should be arranged through the Help Desk. 
Downloading or installing non-business or unauthorized software or hardware devices is not allowed.

Use of wireless networking must conform to authentication and encryption standards contained in BCBSMA’s Wireless Communication Policy, available on the BlueWeb under “IT Policies.” All laptops should have the workstation lock mechanism and password required for re-entry installed and running at all times.  E-Workers must log off the network and laptop after end of use.

Passwords must not be shared with anyone or posted on or near the workstation.

On a monthly basis, e-Workers will need to make an appointment with the Helpdesk to get their laptops refreshed with current patches. Appointment frequency is subject to change.
Maintenance of BCBSMA Owned Equipment

BCBSMA is responsible for maintaining its own equipment. In the event of computer problems, the e-Worker is responsible for calling the Help Desk (617 246-4500).  If the problem cannot be resolved remotely, the e-Worker is responsible for bringing the laptop into the office for technical support.  The e-Worker may be required to work at the BCBSMA site until the laptop is repaired.

Computer Equipment Theft

In the event of equipment theft, the e-Worker must report the theft to their leader immediately and a police report may be required.  

Return of Equipment

e-Workers are required to return all equipment provided by BCBSMA in the same condition as received.  e-Workers are required to return the equipment upon termination of the e-Working arrangement at the sole discretion of BCBSMA.

Federal and State Tax Laws

Tax implications may exist for associates who maintain a home office.  e-Workers are encouraged to consult a tax advisor for assistance or further information.
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